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Administrative Response and Timelines – Internal Audit 
Report – Access and Privacy of Information 
 
Recommendation 
That the report of the City Clerk, dated March 11, 2019, be received as information. 
 
Topic and Purpose 
The purpose of this report is to provide the Administration’s overall assessment and 
response to the recommendations contained in the Internal Auditor’s report on “Access 
and Privacy of Information”. 
 
Report Highlights  
1. The audit report identifies 15 recommendations in key priorities areas to support 

the work of the Access and Privacy Management Program to move it towards a 
more mature program with improved privacy management processes and 
procedures. 

2. The Administration will focus on communication, education and awareness 
opportunities as a first step to address related aspects of all privacy management 
recommendations.  Other aspects of the recommendations that are reasonable 
and feasible within existing resources will be implemented beginning in 2019. 

3. A collaborative approach will be explored with strategic partners within the City, 
including IT, HR and Supply Chain Management, to bring forward a plan to 
address both privacy and security-related aspects of privacy management.  This 
will include identification of resource requirements. 

4. The Administration will work towards implementing and updating processes to 
reflect best practices. 

 
 
Strategic Goals 
This report and audit support the Strategic Goal of a Culture of Continuous 
Improvement and the priority of protecting the privacy of individuals as required under 
The Local Authority Freedom of Information and Protection of Privacy Act and to do so 
in the most cost effective and reasonable manner possible. 
 
Background 
The City of Saskatoon (the “City”) Strategic Risk Register contains risk A&FS-9, which 
states that “The City may not be adequately protecting information created by or 
entrusted to it”. This risk was identified as a medium priority for City Council and, based 
on the risk rating exercise conducted by the Corporate Risk Committee, has a residual 
risk severity of 3.6 (which represents “medium” residual risk). 
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An audit of the City’s processes with respect to the City’s current privacy framework and 
supporting policies and procedures was in included in the approved 2018 Internal Audit 
Plan.  The focus was to identify improvement opportunities to align the information 
management lifecycle requirements with applicable privacy regulatory requirements and 
good practices for privacy risk management.  
 
The Statement of Work provided by PricewaterhouseCoopers LLP (PwC) for the Access 
and Privacy of Information Audit was approved by the Standing Policy Committee on 
Finance on August 7, 2018. 
 
Report 
Internal Audit Report Recommendations 
The Access and Privacy of Information Audit Report contains 15 recommendations 
relating to the improvement for privacy of information management for the City.  As 
noted in the report, the recommendations identify opportunities for improvement in key 
areas including: 

• Appointing and training privacy champions in each division to become liaisons 
between their division and the Access and Privacy Office; 

• Formalizing and implementing tools to assist in the identification and analysis of 
privacy risks; 

• Incorporating elements of Privacy by Design into the City’s strategy to ensure 
that all privacy implications and risks are considered throughout the design, build 
and implementation stages of relevant City-wide projects and initiatives; 

• Enhancing privacy breach protocols by more clearly defining roles and 
responsibilities of all involved parties and also specifically indicating processes 
for breaches of both employee and citizen information and aligning processes 
with IT security risk management and breach reporting with the Privacy Breach 
Protocol, along with aspects of corporate security; 

• Working alongside other City divisions and departments, enhancing the training 
and awareness program to ensure that all staff are fully aware of the Access and 
Privacy Management Program and its strategy to protect the privacy of the City’s 
information; and 

• Enhancing third party privacy management to mitigate potential third party 
privacy risks. 

 
Education, Awareness and Communication and Implementation of Initial Enhancements 
 
As identified prior to the audit and as highlighted throughout the recommendations in 
the audit, a major focus for 2019 will be on providing opportunities to increase 
awareness and to educate and train about the City’s access and privacy management 
program.  The opportunities are identified in Attachment 1 in relation to key themes 
identified in the audit report.  Those initiatives that can be explored within existing 
resources will be focused on in the first phase.  There is currently one full-time FTE, 
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with some assistance at the management level, to support the City’s Access and 
Privacy Management Program.   
 
As identified in Attachment 1, there are some aspects of the identified opportunities that 
are already underway, including automation of the privacy impact assessment tool and 
inclusion of a risk rating tool, as well as completion of an internal SharePoint site to 
provide information about the program and related policies to all employees.  Further 
communication opportunities to highlight this information will be pursued. 
 
Further resource requirements will be reviewed as part of the 2020-2021 and future 
business planning and budget processes.  This will include identification of FTE, 
technical, and other related resource requirements to implement the recommendations 
in the audit and support the work of the Access and Privacy Management and the 
Corporate Records and Information Management Programs, which are administered by 
the City Clerk’s Office.  These are related programs which impact access and privacy 
management for the City. 
 
A Collaborative Approach to Privacy and Security Management 
 
The City Clerk’s Office will be working with strategic partners including IT, Human 
Resources and Supply Chain Management, as well as other divisions and departments 
across the City, to develop a collaborative approach for privacy and security 
management for the City.  Further reporting will occur with respect to the development 
of a corporate strategy for security and privacy management, as well as identifying 
resource requirements to address portions of the recommendations that may not be 
achievable within existing resources. 
 
Implementation and Updating of Processes 
 
To assist in more effective delivery of privacy management tools, the Administration is 
working with IT on the automation of the privacy impact assessment processes.  Further 
short-term solutions for improvements to processes for privacy management have been 
identified in Attachment 1 and will be pursued as resources permit.  Longer term 
solutions, including opportunities within an ERP system to identify and manage risk 
relating to third party privacy management, will be explored following implementation of 
that system. 
 
The City will continue to look for opportunities to improve the way privacy of information 
is managed to provide for implementation of best practices, including those that can be 
accomplished within existing resources and those that will require a review of resource 
requirements relating to a collaborative and comprehensive strategy for privacy and 
security management.   
 
Communication Plan 
An internal communication plan will be developed to share the Access and Privacy of 
Information Audit and roadmap with staff across the organization.  The communication 
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plan will provide information about the direction of the Access and Privacy Management 
Program for the City, including training and education opportunities. 
 
Financial Considerations 
Further review will occur with respect to resource requirements and, as appropriate, will 
be included in the 2020-2021 and future budget submissions. 
 
Other Considerations/Implications 
There are no environmental or CPTED implications or considerations. 
 
Due Date for Follow-up and/or Project Completion 
Further reporting will occur with respect to a longer-term strategy utilizing a collaborative 
approach to security and privacy management, and will identify further resource 
requirements.  A follow-up report on the status of all audit recommendations will be 
presented to the Standing Policy Committee on Finance in March 2020. 
 
 
Public Notice 
Public Notice pursuant to Section 3 of Policy No. C01-021, Public Notice Policy, is not 
required. 
 
Attachments 
1. Administration Response – Current Status, Next Steps and Timelines 
 
Report Approval 
Written by:  Diane Kanak, Deputy City Clerk/Records, Information and Legislative 

Services Manager 
Reviewed by:  Wenda Atkinson, Access and Privacy Officer 
 Paul Ottmann, Director of Information Technology 
Approved by: Joanne Sproule, City Clerk 
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